MHCTPYKUMA NO YCTAHOBKE 3K3EMMNAPA MO NEUROTOR-XX42 [ GGG

NucTpyknus
o ycranoBke sk3emMiuisipa [10 NEUROTOR-xx42

Cucmemmnvie mpebo8anus:
nporeccop Intel mmu AMD apxurektypsl Xx86 64;
O3V 2 I'Gaiir;
ceteBbie KOHTpoJutepsl 1 ['out/c, 10 ['6ut/c 1o — HE MeHee 2 1T,
Hakonutenb SATA émkocTbio He MeHee 16 ['baiiT — Ha BpeMs yCTaHOBKH B CUCTEME JOJKEH OBITh
YCTaHOBJIEH TOJIBKO | IIT.;
® TIOJICpIKKA 3arpy3ku omnepanroHHoi cucteMbl B pexkume BIOS/MBR. B paznsix BIOS moxer
o0o3HavaThcst TepMUHOM “Legacy” unu ab6peBuarypoit CSM;

Honomuautenbao norpedyercs USB-dnemka émkocthio He Menee 4 ['b — 1 mT.

YcranoBouHBIM 00pa3 ciemyer 3arpy3uTh 1o ccbuike http://download.neurotor.ru:8080/neurotor-xx42.iso .
dakTryecku, 3arpykeHHbIN (aiiin npeacraBisier co00il 00pa3 MUHHMAIBHOTO YCTAaHOBOYHOTO 00Opasa
Gentoo Linux ¢ JONOJTHHUTENBHO 3alMCAHHBIMU CXKAaThIM 00pazoM paboueii cuctembl Gentoo Linux u
YCTaHOBOYHBIMU CKPUIITAMH.

3anucars 3arpyxeHHbii 00pa3 Heooxonumo Ha USB-¢daemky (He DVD-ROM) B cpene OC Linux:

#sudo dd if=nt xx42.iso of=/dev/sdb bs=8M

Buumvanue: Ha3Banue ycrpoiictBa /dev/sdb mpuBeneHo s mpumMepa Kak HPearnoOXKHTENbHO
npaBwibHOe. [ nmun ¢ kBanudukanuei Hmwke npoaBuHyToro moimb3oBarenss OC Linux tpeOyercs
KOHCYJIbTallMs MPOABUHYTOTO TMOJb30Barelsi BO M30exkaHHEe YHMUTOXEHHs MH(oOpManuu Ha padoueM
KOMIIBIOTEPE.

YCTaHOBUTH B KOMIIBIOTEP TOJIBKO OAMH Hakonurenb SATA HaKOIUTEb.

Buumanue: cogepkumoe SATA HakonuTenss B XOA€ YCTAaHOBKU OyIeT YHHUYTOXKEHO Oe€3
JIOTIOJTHUTENBHBIX TPELYIPEKICHUMN.

BceraButh B USB-nopT 3anucanHyto ¢uieliKy, U BKJIOUUTh IUTAaHUE KOMIIbIOTEpA.

Boiitn B BIOS komnbrorepa. OOBIUHO TSl 3TOTO HEOOXOAUMO MOHAXUMaTh KiaaBumu <F2> unu
<Del> noce BKIIIOYEHUS TUTAHUSL.

B mento BIOS VYceranoButh 3arpy3ky B pexxume BIOS/MBR unu nBoitHoit pexxum BIOS+UEFI.
Coxpanuts HacTpoiiku BIOS, BbriiTH.

Caosa Boiitu B BIOS, nepelitu k mMeHto 3arpy3ku. Beibpats 3arpy3ky ¢ USB dnemku. 3arpyska
MPOUJET B TEYEHUE IPUMEPHO 2 MUHYT.

[lo oxoHuaHWM 3arpy3ku 3aiiTH B JHUPEKTOPHIO C YCTAaHOBOYHBIMHU (pailllaMH M 3alyCTUTh
YCTaHOBOUHBIM CKPUIIT:

Livecd ~#cd /run/initramfs/live
Livecd ~ ./Jipt dup

YcraHoBKa TPOUAET B TEUCHHE HECKOJNbKMX MHHYT. [l0 OKOHUaHWM Iepe3arpy3uTh CHCTEMY
HaxkarueMm komOuHaiuu kinasui Ctrl-Alt-Del. USB-dnemky n3bsats u3 nopta USB. [Tocne nepesarpy3ku
¢ SATA HakomnuTessl CUCTEMA 3alTPOCUT PETUCTPAITUIO TTOJIH30BATEIISA:

testdrive login:

3arpyxenHas OC Linux cogepxut [10 «NEUROTOR-xx425.

BoiiTu cnegyer nog uMeHeM MoJIb30BaTeNsl root, mapoiib i Hero Phobos2018.

Hanee, HeoOxomumo Oymet obecnieuntsh nMeHoBaHueE OpToB Ethernet: lan0 mis B3aumopeicTBus ¢
porpaMMaMu CTOPOHHHMX pPa3paboTyuKoB Mo mpoTtokoiaMm mnpukiagHoro ypoBHss IPCGLUE u P2, u
BXO/ISIIIMMU TIOTOKaMM JTaHHBIX depe3 uHTepgeiic lanl.
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CHauana yoenumcsi, 4To OolepalliOHHas CUCTEMa paclio3Halia ceTeBble HHTepdenchl. BoimsauT 3to
MIPUMEPHO TaK:

testdrive~# dmesg | grep renam

[ 7.946600] ixgbe 0000:24:00.1 enp36s0f1: renamed from ethl
[ 7.995318] ixgbe 0000:24:00.0 enp36s0f0: renamed from ethO
testdrive~#

B mpumepe Bble BUAMM, Kak CHCTEMa IIPU 3arpy3Ke pacro3Haia J[Ba CETEBBIX MHTepdelica, a
JHCIIeTYep YCTpOicTB nepenmeHoBan ux B enp36s0fl u enp36s0f0. Ha npyrom koMmmbioTepe MMeHa
uHTEp(EHCOB MOTYT OBITH IPYTHMH, IOTOMY MPHUIETCS HUKECIIEAYIONIIE KOMAH IbI TOTIPABUTH C YU4ETOM
UMEH TOSBUBIIUXCS UHTEP(DEHCOB.

Ham neoOxonnmo y3nate MAC aapeca 3THX aganTepoB, YTOOBI 337aTh WX Ul TIEPEUMEHOBAHUS
uHTEep(EICOB NpU CIEAYIOIEH 3arpy3Ke:

testdrive~# ifconfig enp36s0f0
enp36s010: flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 1500
ether 7¢:10:¢9:3d:15:bd txqueuelen 1000 (Ethernet)
RX packets 3504 bytes 311887 (304.5 KiB)
RX errors 0 dropped 0 overruns 0 frame 0
TX packets 2245 bytes 230463 (225.0 KiB)
TX errors 0 dropped 0 overruns O carrier 0 collisions 0

testdrive~# ifconfig enp36s0f1
enp36s0fl: flags=4099<UP,BROADCAST,MULTICAST> mtu 1500
ether 7¢:10:¢9:3d:15:be txqueuelen 1000 (Ethernet)
RX packets 0 bytes 0 (0.0 B)
RX errors 0 dropped 0 overruns 0 frame 0
TX packets 0 bytes 0 (0.0 B)
TX errors 0 dropped 0 overruns O carrier 0 collisions 0

testdrive~

B npumepe Bbiie noguépkuBaHueM noka3aHo, riae Haxoasarces MAC-aapeca ceTeBbIx HHTEP(DENCOB.
VY ucnonHuTens oHU OyAyT APYTMMH. 3alUIlIeM UX OTJENbHO, OHU MOTPEOYIOTCS ISl 3aHeCeHus B (ailn
HACTPOEK JHCIIeTYepa YCTPOUCTB udev.

B ycraHoBneHHOH cucTeMe €CTh pemakTophl TekcTa vim, vi. Takke, €CTh pPelakTop B COCTaBe
¢aiinmoBoro meHemxkepa Midnight Commander, 3anyckaemoro mo komanzae mc. Ilomb3oBarens MOXeET
CaMOCTOSITENIbHO HCIIOJNBb30BaTh YIOOHOE €My CpElICTBO pEeAaKTHPOBAHHS, MPU OTCYTCTBUU OIBITA
PEKOMEHJIyeM BOCIIOJIb30BaTbCsl /¢, JOBOJIBHO TOYHO BOCHPOM3BOIAIINM uHTepdeiic Norton
Commander. BciomorarenbHble KIaBHUIIN:

<F4> — penaktupoBanue Qaina;

<F2> - coxpaHuTB;

<F10> - BBIUTH.

Heobxomumo Haiitu aiin /etc/udev/rules.d/70-persistent-net.rules. B Hem wu3HauanpHO OymeT
3aJI0’KEHO OMFCAHKE MTPABIII IEPCHMEHOBAHUS JIBYX CETEBBIX HHTEP(DIICOB.
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Cuauana B nojie Attr{address} BHyTpH IpearaeMoro mojis B JBOMHBIX KaBbIuKax 3aHecéM MAC
aapec Oyaymero uarepdeiica lan0. 3arem nepeitném K ciaemyromen crpoke. OTpeaakTUpyeM B HEHl moJie
Attr{address}, BHecs B mosie B 1BOMHBIX KaBblukax MAC anpec Oynymiero uatepdeiica lanl. Coxpansem
UCIIPABIICHUS.

Ocranoch BHECTH Ha/JIeKaIINe CeTeBbIe HACTpOWKH Oymymiero naTepdeiica lan0. Otpenaktupyem
aiin /etc/conf.d/net

ITapamerp modules ocTaBuTh 03 U3MECHCHHIA.

[Tapametp config lan0 B 1ByX pa3HbIX NpeaoxKeHHbIX hopMaTax 3a/1aéT apec X0CTa U MaCKy CETH.
B omHOM ciydae depe3 3HaK IpoOu 3amaéTcs JJIMHA MAacKH B €AMHHYHBIX OUTaX, BO BTOPOM — Macka
3a1aéTCsl HEMOCPEACTBEHHO. BbIOpaTh HAZ0 TONBKO OIWH M3 MPEIIOKEHHBIX (OpMaToB a Apyroi
3aKOMMEHTHPOBATh CUMBOJIOM “#”.

[Tapamerp routes lan0 3amaér cereBbie MapuipyThl Ha agantepe lan0. B mpumepe mnpusenén
pEKOMEHIYeMBIi (hopMar rmapamerpa, ero CJIeyeT OTPEIaKTHPOBATh, YKa3aB MOCIIE KIIFOYEBOTO CIIOBA Vid
IP-aapec mapmpyTta 1o yMOJTYaHHUIO.

[Ipu pemakTupoBaHuM ClEAyeT COOMIOAATh OCTOPOXKHOCTh, OCOOEHHO CTaparbCsi HE YyAAJATh
MUMEIOIIUECS TPOOEeTbl, M HE CTABUTh HOBBIX BO M30€KaHUE OIIMOOK JTUCIIETYepa YCTPOUCTB.

[To oxoHuaHWM pENAKTUPOBAHUS CIENYET Iepe3arpy3uTh cuctemy. CeTeBble HACTPOWKH OymyT
MIPUMEHEHHI nocye 3arpy3ku. [lepesarpy3um cuctemy ¢ momouisto komOuHauu kinasui Ctrl-Alt-Del.

B cereBoii mopt lan0 moakiI0YUTh CETEBOM MaTY-KOP. I pabOThI 1O JIOKAIbHOM ceTH. B cereBoii
noptT lan1 HaoO MOAKIIOYUTH MATY-KOPJ € “3epKaTbHOr0” OPTa CETEBOTO KOMMYTAaTOpA.

[Tocie mepe3arpy3ku mpoBepuM paboTy ceTeBoro uarepdeiica lanl:

testdrive ~ # ifconfig lan1
lanl: flags=4355<UP,BROADCAST,PROMISC,MULTICAST> mtu 1500
ether 7¢:10:¢9:3d:15:be txqueuelen 1000 (Ethernet)
RX packets 0 bytes 0 (0.0 B)
RX errors 0 dropped 0 overruns 0 frame O
TX packets 0 bytes 0 (0.0 B)
TX errors 0 dropped 0 overruns 0 carrier O collisions 0

testdrive ~ #

B mnepBoil cTpoke pacredatku KOHQUIypauuu HHTepdeiica AOKHO OBbITh YKa3aHO CIIOBO
“PROMISC”, o3Hauaromiee HaxoxjaeHUe UHTepdelica B peXHMe IMOJHOrO MPOCIyIIUBaHUs Tpaduka
promiscuous. Ecau sto Tak, nporpamma NEUROTOR-xx42 rotoBa k padboTe ¢ mporpamMmmamMu CTOPOHHHUX
pa3paboTunkoB 1Mo npoTokonam npukiaaHoro yposus IPCGLUE u P2.

[IpoBepum paboty ocHoBHOro npusiokeHust NEUROTOR-xx42:

testdrive~ # netstat -ant | grep 10230

tcp 0 00.0.0.0:10230 0.0.0.0:* LISTEN

Hanuune crpoxu co crarycom coequnennst LISTEN na TCP nopry 10230 o3naudaer, uto 110 roroso
K paborte.

Pacnonoxxenne ocHoBHbIX KommoHeHTOB IO — karanor /ust/local/opt/iptel. Iloxkaramoru

coziepKaT KOMIIOHEHTHI:
e bin — 3arpy3ounbie Monyiu [Iporpammsr;
e etc — ¢aiinbl KoHpurypanuu [Iporpammsr;

I Crparvua 3 vz 4 N €2 NEUROTOR



MHCTPYKLMA MO YCTAHOBKE 3K3EMMNAPA Mo NEUROTOR-XX42 |

e lib — nquHamMuyeckue OUOIUOTEKH.
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